
                                         

  

14 February 2020 

 

John Edwards 

Privacy Commissioner 

Attention:  Linda Williams 

By email:   privacy.code@privacy.org.nz 

 

Dear Sir, 

Privacy Foundation New Zealand would like to thank for the opportunity to present 

comments to the proposed Amendment No 7 (‘Amendment’) to the Telecommunications 

Information Privacy Code 2003 (‘TIPC’). Our organisation advocates for the protection of 

the privacy rights of New Zealanders by providing independent, informed and fair public 

comment on privacy. 

The Amendment is, in our opinion, an important step towards ensuring that individuals who 

are at risk receive better and faster support from emergency services. We believe that public 

safety may benefit from the Amendment. Having said that, we share your view presented in 

press release that the proposed changes have a significant capacity for creating intrusion into 

the privacy of individuals. For this reason, a very high standard of clarity about the 

functioning of the emergency location system is needed. Therefore, we would like to draw 

your attention to a few areas which, in our opinion, need further clarification and, sometimes, 

limiting the scope of the Amendment.  

1. Particularly high risk for individuals due to very high sensitivity of location data 

 

Location data are capable of creating very detailed profile of individuals disclosing, 

for example, their residence, place of work or school, health information, religious 

beliefs, sexual orientation, political opinions and also information about other people 

if it is known that there are in the same location (e.g. family).1 That high sensitivity 

may create a high risk for individuals, as to their private affairs, public or political 

                                                             
1 See, for example, a recent article: Stuart A Thompson and Charlie Warzel “Twelve Million Phones, One 

Dataset, Zero Privacy” The New York Times (19 December 2019) <www.nytimes.com>. 
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activities, and even their personal security.2 That, in our view, should mandate 

creating the system which very precisely and clearly defines what location data, how, 

and under which circumstances could be collected and used. Those scenarios should 

implement the principles of data minimisation and privacy by design by allowing 

collection and use of location data only in necessity. Also, such a system should not 

be too open for potential future uses that are not yet examined, justified or even 

understood. In other words, system of the capability to create great harm should be 

confined to well-known use case scenarios that we can foresee and understand now. 

Of course, it can be amended in future for new scenarios that are well defined. 

 

2. Implemented controls and safeguards may be inadequate for active collection of 

location data in the absence of an emergency call 

 

Enabling the active collection of location information from a device in the absence of 

an emergency call may be concerning. A lot may be inferred from the fact that the 

individual makes a call to emergency services: her/his intention, wishes and interest 

are to call for help. However, if there is no emergency call, verification of the location 

of the individual in question may bring risks described in the previous point. 

Therefore, it needs to be permitted only in very special circumstances and under a 

carefully controlled procedure. We are satisfied with the presented examples of these 

circumstances (being lost in a remote area, or being at risk of self-harm), but we 

would prefer to have more assurance about the procedure enabling disclosure.  

 

In specific, it seems that for such sensitive data as location data the requirements of 

Privacy Act 1993 related to the circumstances permitting disclosure may be 

insufficient. This is because revealing the location data may easily exceed the 

threshold of a reasonable expectations of privacy and breach s 21 of the New Zealand 

Bill of Rights Act 1990 constituting unreasonable search.3 In this respect, developing 

and maintaining a written policy related to obligations from the TICS (clause 6 of 

Schedule 4) may not be enough to empower emergency service providers to reach for 

the data. Also, with due respect to the emergency service providers and their day-to-

day life-saving activities, we are not sure if they should have full discretion in 

deciding about these matters.  It seems that some state-level control should be 

maintained in these (probably rare) circumstances, especially that emergency service 

providers are private entities like St John or Wellington Free Ambulance Service.4 

 

Furthermore, in light of the majority decision in Alsford5 we are concerned that the 

disclosure of location data from the system for non-emergency purposes may happen 

                                                             
2 For example, the location data may be used by organised crime to find and harass witnesses.  
3 Hamed v R [2011] NZSC 101. 
4 In this respect it is worth noting that the proposed clause 6(3) of Schedule 4 puts obligations to maintain a log 

of disclosures only on government agencies. 
5 R v Alsford [2017] NZSC 42. 



without clear and express statutory authority.6 In that judgment, it was decided that 

Principle 11(e), which has the same content as Rule 11(1)(f) in TIPC, is capable to 

justify voluntary disclosure of personal information as long as the disclosing agency 

received the information linking the disclosed information with an ongoing 

investigation.7 That means that much of the information held under Privacy Act 1993 

may be voluntary disclosed to requesting state authorities and we do not see the 

reason why this should not also be the case with the location information held by the 

location system, or possible to ascertain by that system.8 

 

3. The documentation should clearly present reasons and scenarios to be covered 

by Amendment 

 

We would like to kindly draw Commissioner’s attention to the first of the scenarios 

given on page 2 of the Information Paper as an example of functionality which needs 

to be covered by the active collection of location data without an emergency call. That 

scenario, in which a call is dropped while the emergency services are attempting to 

locate the caller, seems to not require the active collection of data. According to our 

knowledge, the location information may (and probably should) be passed by the 

network operator to the Location Area Service (LAS) System with the initiation of the 

emergency call (‘push’ method).9 Therefore, no active collection is necessary to 

receive the location of the phone based on the mobile network data.  

 

Additionally, already implemented in New Zealand Advanced Mobile Location 

(AML) functionality of the handset (such functionality is triggered for about 75% of 

the emergency calls in New Zealand) is able to deliver more accurate location within 

the first 30 seconds of the call (this time limit is met by 96.85% of the AML 

messages).10 In our view, the documentation should more clearly present the rationale 

for the system and its use scenarios. 

 

 

 

 

 

                                                             
6 Despite the declaration on page 4 of the Information Paper. 
7 R v Alsford [42]–[43]. 
8 From the point of view of the system operator both, retrieving information from the system and ascertaining 

location by the system may boil down to the same action of entering the number into computer form and 

pressing the ‘enter’ key. 
9 This is technically possible, such a system works in Europe. See e.g. European Commission “2019 Report on 

the implementation of the European emergency number 112” (11 February 2020) Digital Single Market—

European Commission <https://ec.europa.eu> at 13. 
10 European Emergency Number Association Advanced Mobile Location Report Card (2019) at 42, this data 

was indicated as delivered by the Ministry of Business, Innovation and Employment. Furthermore, that report 

presents on p. 43 a very similar, albeit successful, scenario as a “New Zealand experience” with the 

implemented AML system. 



4. The design of the Emergency Location Information system should minimise the 

collection of location data and make sure that they are securely stored  

 

It is not perfectly clear how the system in question enables active collection of 

location data in the absence of an emergency call. In this respect, the expression 

‘active collection’ may be perceived as ambiguous. 

 

One way of designing this system would be to enable active collection (‘pull’) of 

location information from network operators to Emergency Location Information 

System (ELIS) only when the emergency service provider11 believes that there is a 

relevant level of emergency. In such design, no location information is actively 

collected without the necessary state of emergency. But, another way of designing the 

system would be to enable ELIS to actively collect location information from the 

devices in the network without a request from emergency services and, then, sending 

particular location information to emergency services in response to their request. 

This second option would significantly over collect the data that pose a very 

significant and unnecessary risk for individuals. That risk may be related to data leak 

(e.g. security breach) or reusing data in future for other purposes that are less related 

to immediate emergency (function creep).  

 

We believe that clarity would be enhanced if the Amendment and Information Paper 

more precisely describe the way the system functions. Also, clause 3(2A) should 

clearly specify the responsibilities of each of the agencies that are involved in 

processing. It also seems that clause 3(2A) should point precisely to a ‘serious threat 

to the life of health of the individual concerned’ and not, as proposed, to a ‘serious 

threat’ in general. Furthermore, due to high sensitivity of collected data it would be 

advisable to impose additional obligations related to storing data (it seems that storing 

data is not included in clause 6). 

 

5. It is unclear how the system could possibly cover ‘location capable devices’ other 

than telephones  

 

In our view, the inclusion in Amendment a ‘broader range of devices’ has not been 

sufficiently justified. The examples of such devices presented in the Information 

Paper raise doubts and the document does not present any scenarios in which these 

devices would be used. For example, we were considering the following questions: 

• General ideas about using such a system.  

How would these devices subscribe to the service?  

Would it be a technical mechanism on the level of application, or the level of 

operating system (like AML)?  

Would it be a separate application/functionality, or would it be delivered with 

VoIP systems (like Skype)?  

                                                             
11 See our comment to point 2 above. 



How the global VoIP providers (e.g. Skype, Facebook/WhatsApp) could 

participate in that? 

• Definition of location capable device.  

Why should the type of local area network determine the availability of such 

service (e.g. laptop connected with a wireless connection is a location capable 

device, but the same laptop connected with cable is not)?  

• Uncertainty as to location.  

How to embrace the nomadic character of VoIP services (tablet configured for 

VoIP could call from Australia)? 

• The role of Internet Service Providers.  

How ISPs should participate in this scheme?  

Would it be voluntary or obligatory for them?  

What are the protocols (HTTPS?), use scenarios and interfaces to collect ELI?  

Should they comply with some Quality of Service requirements (guarantees) 

as to emergency routing?  

In our opinion, these and further questions related to the design of the system for 

devices other than telephone need to be responded before the implementation of 

changes in the TIPS. This is because implementing mechanisms that are related to 

uncertain and unknown future uses may be dangerous in respect to the use of highly 

sensitive data.  

We also do not think that the opt-in requirement is enough to safeguard all potential 

future uses which this amendment would allow. For example, it is a well-known fact 

that often individuals do not read and do not understand Terms & Conditions of the 

services. Therefore, it may be very easy for any service providers to implement an 

opt-in model for such service without actual knowledge of the individuals involved 

about the collection of their location data. As a result, data collected for emergency 

services could be reused for commercial purposes (tracking and monitoring of 

behaviour).12 For these reasons, we propose to limit the scope of Amendment to what 

is currently necessary and well known. 

 

Yours Faithfully, 

Privacy Foundation 

 

 

Further information on Privacy Foundation NZ is available on its website: 

www.privacyfoundation.nz  

                                                             
12 See e.g. Gennie Gebhart “You Gave Facebook Your Number for Security. They Used It for Ads.” (27 

September 2018) Electronic Frontier Foundation <www.eff.org>. 
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